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(Poster Abstract)

Private information retrieval (PIR) is a cryptographic
technique that helps users retrieve information from a
database in a way that is highly respectful of privacy:
the user submits a query encoding a set of keywords [1],
the indices of certain records [2], or some simple SQL
statements [3], and the database server processes and
responds to the query without learning any nontrivial
information about what information the user is after.

The trivial way to solve the PIR problem is to have
the database server respond to every query with the
entire database, and then let the user carry out her own
local keyword searches, index lookups, or SQL statement
evaluations. This solution is simple and information-
theoretically secure, but it is not very interesting and it
is highly impractical for large databases since the com-
munication cost is linear in the length of the database.
To exclude this and related trivial solutions, the PIR
literature only considers protocols whose total commu-
nication cost is strictly less than (and scales sublinearly
with) the length of the database. At first blush, this
might seem like two contradictory goals; after all, the
database server knows precisely what sequence of bits it
receives from and sends to each user. If some database
bits are not somehow “included” in the response, then
given a sufficiently clever algorithm and sufficient com-
putational resources, it seems likely that the database
server could deduce something about which database
bits the user is not requesting. It turns out that there are
several ways to solve this problem if the server prepares
each query response by performing some computation
involving every bit in the database. (Therefore, all PIR
protocols use sublinear communication, but at least linear
computation).

Most existing PIR protocols belong to one of two
categories: 1) the computational PIR (CPIR) protocols,
which use ideas from public key cryptography to en-
code queries (and their responses) so that only the user
can decode them, and 2) information-theoretic PIR (I'T-
PIR) protocols, which use ideas from secret sharing
and coding theory to split each query among multiple
independent PIR servers in such a way that the servers
cannot deduce any information about the query unless
more than a threshold of them collude. Symmetric PIR
(SPIR) is a variant of (either I'T- or C)PIR with the added
privacy constraint that users should not learn any infor-
mation about database records that they did not explicitly
request. This work is concerned with the efficiency of IT-
PIR and, by extensions, of SPIR protocols constructed
from IT-PIR. We focus on Goldberg’s robust IT-PIR [4]
and extend it with support for multi-block queries that
can dramatically improve “throughput” in Goldberg’s
scheme.

Existing work models an /N-bit (or N-word) database
D as an r-by-s matrix: each of the » rows in D is a
(retrievable) block of s bits (or of s words). In Goldberg’s
IT-PIR, the communication-optimal setting occurs when
r = s = +/N. However, as the wife of complexity theo-
rist and PIR researcher Bill Gasarch reportedly opined:
“A database is NOT an n-bit string” [5]! Insisting that
r = s =+/N is quite restrictive in practice; one cannot
generally rely on all records in a database being of a fixed
length, nor on the number of records being somehow
related to their lengths. Using a suboptimal choice of
parameters can address part of this problem, but it also
serves to increase the communication cost of the already
costly protocol. A second possible workaround is to
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pack multiple records into a block (together with some
padding) to handle records that are smaller than N
words, and require users to submit multiple queries to
retrieve records that are larger than VN words. Of
course, to avoid leaking information to the database
servers, it becomes necessary for all users to submit
the maximum possible number of queries needed for any
record, regardless of the size of the actual record they
seek.

We propose a new, communication-efficient way for
users to retrieve multiple blocks simultaneously in Gold-
berg’s I'T-PIR, and use our new multi-block query tech-
nique to support variable-length database records. Multi-
block queries trade off some Byzantine robustness to im-
prove throughput without affecting user privacy; in fact,
multi-block IT-PIR queries are information-theoretically
indistinguishable from standard, single-block IT-PIR
queries if the number of colluding database servers does
not exceed the user-defined privacy threshold. By taking
advantage of the recent Cohn-Heninger multi-polynomial
list decoding algorithm [6], we show that reasonable
parameter choices allow the user to retrieve several
blocks with the same communication cost as a single-
block query and still maintain Byzantine robustness up to
the original Guruswami-Sudan list decoding bound [7].

We use our new multi-block IT-PIR to construct four
new symmetric PIR (SPIR) protocols that each support
arbitrary-sized database records. Decoupling the block
size from the sizes of individual records in this way lets
us fix the block size to its communication-optimal value
without artificially restricting the contents and layout of
the records. This makes it feasible to host a diverse set
of records that may contain, for example, multimedia
files of varying sizes in an IT-PIR database. Moreover,
three of our four new SPIR constructions are trivial to
augment with efficient zero-knowledge proofs about the
records a user requests, thus making it easy to implement
flexible pricing [8], [9] and access control [8], [10],
[11] structures over the records. The resulting SPIR
protocols are therefore well suited to privacy-preserving
e-commerce applications, such as privacy-friendly sales
of e-books, music, movies, or smart phone and tablet

apps.
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